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Motivation: A trillion devices

from edge to cloud

Vision:To enable an intelligent and secure world with a trillion connected devices
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Significant R&D investment to build industry-leading loT systems and cloud services
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THE GLOBAL GOALS

For Sustainable Development
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https://globalgoals.org/
https://arm.com/company/sustainability/realizing-the-global-goals

World Population Trends
1'750-2015 and projections until 2100

- Before 1800, world population
growth rate < 1%

Sl World population growth, 1750-2100

inData
-A Annual growth rate of the world population

- In 20 century, annual growth rate e Wl oees
peaked at 2.1% in 1962 =

- Since peaking, annual growth rate %
has gone down, with expected .
0.1% growth by 2100 i
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Source: Qur World in Data
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https://ourworldindata.org/world-population-growth

Urban Populations Trends

By 2030, urban areas are projected to house 60% of people globally
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Percentage of global population living in urban areas,
1950-2050
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Source: WHO World Population Growth

« The world’s urban population is
growing fastest in Asia and Africa

Where Urbanisation Happens

i‘l 90 percent of urbanisation until 2050 will
take place in Africa and Asia.

758 million

INDIA

1050 million
84 million

NIGERIA

295 n.willion . - i :
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Source: United Nations, Department of Economic and Social Affairs, Population Division (2014).
World Urbanization Prospects: The 2014 Revision, custom data acquired via website
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http://www.who.int/gho/urban_health/situation_trends/urban_population_growth/en/

Energy

Cities already consume 75% of global energy resources and account for 80% of emissions.

NASA Earth at Night
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https://www.nasa.gov/topics/earth/earthday/gall_earth_night.html

Woater

Developed World Developing World

LIRS
W

- Infrastructure in - Resources are scarce

expected to last - CapeTown has
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. UP to 20% of . RN Hygiene
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= WHO: Up to 4,000
people die every day
to water-borne
disease

Source: Northeast Group LLC
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Smart City Obijectives

“The effective integration of physical, digital and human systems in the built environment
to deliver sustainable,prosperous and inclusive future for its citizens” — British
Standards Institute
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Smart Cities could deliver ...

If cities across the globe today were to universally adopt, and deploy, smart city technology and services, what would the benefits be for citizens?”

I 1 5 i Time Given Back

Smart cities have the potential to ‘give back’ each city dweller 3 working weeks’ worth of time every year.

Benefits to Smart City Inhabitants 7

Mobility Saves 60 Hours t].![ More Time for Family and Friends
L

Enough time to enjoy a meal with friends or family twice a week.

DAYS

&R

Smart Traffic Systems including dynamic traffic light phasing
and smart parking reduce time in traffic. Open Data Platforms

enable citizens to choose the fastest metro/bus lines. « Get Active
. Exercise for 45 minutes 3 times a week every week of the year.
<  Public Safety Saves 35 Hours
Mita  Machine learning enabled software such as PredPol used to 9 Take a Long Vacation
predict crime spots on a given day. ITS here is used to ’ ) )
prioritise emergency service vehicles through traffic light An additional 50% to the average annual US vacation allowance.

phasing & driver re-routing.

Healthcare Saves 9 Hours

Healthcare preventative apps & telehealth aim to reduce
average physician visits by promoting better overall wellbeing.
While improved administration and preliminary diagnosis

reduce wait times. “y Decreased Risk of Depression
m

Studies have indicated that wounds take up to 25% longer to heal
when individuals are chronically stressed. 110 million people die every
year as a direct result of stress.

() Improved Recovery
A

&

Lost productivity and medical expenses from depression costs over
$83 billion annually: $11.30 for every person on the planet, every year.

Improved Earning Potential

The cost of stress can be high: if left unaddressed, it could mean that
individuals’ potential earnings fall by $10,000

fg' Productivity Saves 21 Hours

Apps or digital services will simplify administrative processes
when citizens interact with city agencies.

67
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Source: fiI\:vJani.ber Research
©Arm 2020 Arm Research — Software and Large Scale Systems q r m



https://newsroom.intel.com/wp-content/uploads/sites/11/2018/03/smart-cities-whats-in-it-for-citizens.pdf

AI @ Ed = Building an open infrastructure for Edge-to-Cloud Al
g for society and infrastructure: health, quality of life, environmental protection, safety

Edge
Air Quality Computing

i

Array of © '; % A )
Things <y Camera, Mic, ~&/
(Chicago, LIDAR, etc. Google TPU

b twetc)

Al & HPC/Clou

Intelligence

Missing:

* The open programming framework for Edge-to-HPC/cloud
* A public-good global testbed to build Al to improve society
* National education curriculum for sensors and an Al future

50 frames to detect flooding and segment image




NSF SAGE

Base Type

Common Sensors (all nodes)

Adr Quality PM2.5, EPA criteria pollutants
Meteorology, Light (ambient, IR,

Environment UV, Sound (10 octaves), Vibration,
Magnetic field

Imaging HD sky, Ground cameras

Extensions

HI Air Quality
Seismic
Sky

Wildfire

Capabilities & Features
Airguality, Meteorology, 3D wind,
Rain sensor, IR camera
Meteorology, Seismic, Vibration,
HD cameras w/ 3607 View
Meteorology, Wide angle HD sky
cameras, Lighining sensor
Meteorology, Anemometer, Air-

http://sagecontinuum.org/

HPWREN

Triggered Computation,
Deep Learning Training

HPC / Cloud

guality, HD cameras for 3607 view HPC/Cloud Computing
Airguality, Meteorology, Sky and
street cameras, Microphone
Meteorology, Microphones, HD
cameras for 360" view

Range- and time-resolved measure-
ments for line-of-sight air velocity,
attenuated aerosol backscatter
Altitude of clouds, detection of
atmospheric aerosols

Measurement of rain rate, liquid
water content and drop size
distribution, near ground to 3000 m
Radar wind and precip profiles
through the boundary layer

Eddy covarariance turbulence
exchange between soil, vegetation,
and atmosphere

I ©Am 2020

Data Path
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Switch image processing to
detect surface flooding

p-Rain Radar

Real-time data path
with bidirectional control

Wind Profiler

i Edge

ETCE
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http://sagecontinuum.org/

arm SystemReady

-~ Hardware, irmware specifications

== Certification program

©Am 2020

arm
PROJECT
CASSINI

fcosysTe

Cloud Native Stacks

-~ Edge Solution Reference Implementations

https://arm.com/project-cassini
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== Open API for cross-platform
security services

=~ Security Certifcation Program
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https://arm.com/project-cassini

Cloud Native for the Edge

{ ou'd
Base development environment Containerization Microservices

RANCHER i€ ,
on existing cloud-native

methods, ecosystem, APls, and

tool chains. Rolling Unreliable

Updates Connectivity

Bring server-style modern .
application management, S;fr‘::':ty
continuous integration and Rollbacks

deployment to the edge.

\ Computing

Security Device
= Extend tools & technology Policies Management
<7 where necessary to optimize for —
loT and Edge and target wide- Lifecycle
scale versus cluster deployment. Management
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What’s different on the Edge!?

Different attack vectors require a
more complete security model and
potentially different approaches to
securing multi-tenancy

Different connectivity model,
potentially unreliable, constrained
metered bandwidth, and local-first

service model

Reactive
Security

@5 O Physical sensors which must be
X allocated, multiplexed, secured, and

managed — something that just
doesn’t happen in a cloud data center
I5  ©Am 2020 Arm Research — Software and Large Scale Systems

Execution
Models

Unreliable

iﬁE More constrained node Real-Time Connectivity
environments, limited virtualization

for devices, with no ability to scale- Security

out to other nodes in cluster &Trust | computing

Device
Management

Resource
Management

Abstraction
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Kubernetes — provisioning and orchestration
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IMAGE_DETECTION
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IMAGE_DETECTION
AUDIO_CLASSIFER
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Edge Networking

Cloud-based Application

Summary Data

] Edge Gateway with

Edge Compute
Sensor Data | | Commands
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i Embedded DNS
DNS Queries 127.00.1)
o LL LR
¢.‘ .---:‘.
* .a. ’l
Host Networking Container Pl dnsmasq container
(Host IF) .

Host Networking Container
(Host IP)

{172.38.0.2)

Application Container
(172.38.0.3)

Application Container
(172.38.0.4)

Docker User-defined Network
(172.38.0.0/16)

Gateway

0 (172.38.0.1)

smarter-cni node networking
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Device Management

apiVersion: apps/vl

kind: DaemonSet ! i
metadata: E Kubelet P
name: pulseaudio ¢ smarterivideoO (1,0) P
labels: ! smarterivideol (1,0) '
k8s-app: pulseaudio smarterivideo2 “’” n
spec: ol
selector: Smarter-device-manager !
matchLabels:
name: pulseaudio !
template: Mvideo®,1 ! Dﬂ
metadata: M
Tabels. /devivideo) &——
name: pulseaudio . . . !
spec: Application Container /devivideo1 &= l:n
nodeSelector: !

smarterfvideod (1)

idevivideod /devivideo2 ¢ )

pulse: "enabled"
hostname: pulse
containers:
- hame: pulseaudio
imagsR : atPresent
age: registry.gitlab.cdMéarm-research/smarter/edge-workloads/pulseaudio:vli.e.e
resources:
limits:
cpu: 35@m
memory: 16eMi
smarter-devices/snd: 1
requests:
cpu: 258m
memory: 10eMi
smarter-devices/snd: 1
inationGracePeriodSecand

Application Container
smarterfvideo1 (1)

fdevivideol

Application Container

: 15
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Al Inference Serving

Adopt and extend cloud-native
best practices to edge

Data Center
Cloud
ﬁ ﬁ

NI E

TensorFlow,| Triton

Serving Serving
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Extend dashboard for geographic and hierarchy
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. Third Party

SMARTER Stack vl.0 g

Tennant n Tennant2 Tennant 1 B Research Concept
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Upcoming Work

Distributed Arm Compute for Al Inference
N[A[T]S]

PUBSUB
for Distributed Search

Data Center

* Efficient streaming Al inference

* Distributed Infrastructure for
Secure, Respectful, Collaborative Al

 Hardware Multi Tenancy for Al
accelerators

Visual Q&A

Visual Social Distancing aé k

Redaction
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Long-term goals

= Realize this Distributed Compute System, that makes use
of the available Arm IP, from the Edge to the Cloud.

= Hardware-Software co-design.
= Software implementation on existing hardware is the |5t step.

« Improve Arm |IP and Arm Tooling.
= Model Characterization — help partners identify the right Arm IP.

= Make it easy to develop for Arm — high-performing Apps. NNs Characterization
O  Object Detection
= Increased focus on serverless / function as a service. Lo %o  mmo”
20 Cloud Action Detection
= Optimize communication inside and outside node. - B
. . o . . \%15
- Expand intersection of project from A-class to also integratingR- = ° ¢
s e ®
class and M-class systems. g, ®, Network gateways
g o “' oe ° o
L)
R AL

° Edge devices
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For additional information....

http://getsmarter.io

= Example project contains cloud and client-side instructions to
deploy pedestrian/car detector and audio classifier

Array of Things and Waggle Platform
(inspiration for base architecture and applications)

Arm Project Cassini

Arm Pelion Edge

SMARTER is an open-source reference, please
comment, contribute, extend!
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http://getsmarter.io/
http://arrayofthings.github.io/
https://arm.com/project-cassini
https://www.arm.com/products/iot/pelion-iot-platform/device-management/edge
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